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The Interrupt Story… So Far



Need for IMS(Interrupt Message Store)



What is MSI/MSI-x?

PCI/PCIe Device

MSI/MSIx

From the POV of TLP,  MSI/MSI-X is memory write TLP from device

http://xillybus.com/tutorials/pci-express-tlp-pcie-primer-tutorial-guide-1/



MSI-x table vector vs IDT vector

• MSI-x table最多支持2048个中断
• Intel IDT只有256个vector
• 如何分配呢？

每个物理CPU有256个vector，n个CPU就有
256 * n个vector，当然够MSI-x table使用了！



Advantages over legacy interrupt



Advantages over legacy interrupt

• Legacy Interrupt

https://elixir.bootlin.com/linux/v5.3-rc4/source/Documentation/PCI/msi-howto.rst
https://en.wikipedia.org/wiki/Message_Signaled_Interrupts

• MSI/MSI-x

同一个设备的多个事件
共享一个vector

可能多个设备共享一个vector

DMA与pin based interrupt
存在竞态

多个设备不共享vector

同一个设备的多个事件
拥有独立的vector

PCIe协议保证了
DMA(memory read/write TLP)与MSI(memory write TLP)

的顺序性



Interrupt remapping in VFIO

https://kernelgo.org/vtd_interrupt_remapping_code_analysis.html
https://blog.csdn.net/flyingnosky/article/details/123748153



IRQ balance

https://www.kernel.org/doc/html/latest/core-api/irq/irq-affinity.html
https://lore.kernel.org/qemu-devel/1554819296-14960-1-git-send-email-
ann.zhuangyanying@huawei.com/?spm=ata.21736010.0.0.38547536YAcnc4



不能pass-thru MSI-X table

虚拟机的Destination ID与物理的Destination ID
必须隔离好，否则会有安全漏洞！



vfio-pci: Allow mapping MSIX BAR

https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=a32295c612c57990d17fb0f41e7134394b2f35f6


