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Figure 2: The architecture of the Intel Processor Graphics

Intel Processor Graphics uses system memory as graphics memory
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Figure 4: The gVirt Architecture

gVirt partitions the global graphics memory among VMs.

Guest View

Host View

. VM1
Guest View

LT e

Host View

Pass-Through — Address space ballooning

Figure 7: Graphics memory with address space ballooning
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Denial-of-service attack

security

full GPU virtualization. To guarantee no unauhoze
address reference from the GPU, gVirt audits the guest
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(OCTU T IR L T T Rl However there exists a window, between the time whe
the commands are submitted and when they are actually
executed, so a malicious VM may break the isolation by

modifying the commands within that window. General

serves as the command buffer dispaly engine ...............

fetch GPU commands from command buffer

fetch pixel data from the frame buffer and
then send them to external monitors for display

B
- I/0 registers — > privileged resources are trapped and forwarded to the mediator driver in DomO for emulation.

e Why all VMs share the global graphic memory?
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driver uses the local graphics memory to hold the
massive rendering data, while the global graphics
memory mostly serves only for the frame buffer, and
the ring buffer, which are limited in size.

Lazy-shadowing to the ring buffer

Write-Protection to the batch buffer



