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Three different context 

• Physical context

• Shadow context

• Virtual context



《系统虚拟化》

• 提了“虚拟特权资源”与“影子特权资源”的概念
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CR4 register

• Physical context (the physical value in root mode)

vmcs VMX_HOST_CR4 field.

• Shadow context (the physical value in non-root mode)

For the bit owned by guest, the value is derived from guest. For the bit 
owned by host, the value is derived from vmcs VMX_GUEST_CR4 field. 

• Virtual context

For the bit owned by guest, the value is derived from guest. For the bit 
owned by host, the value is derived from vmcs
VMX_CR4_READ_SHADOW field



Rethinking

• Why CR4.VMXE is TRAP_AND_EMULATE_BITS[1]

Need to ensure vmxe bit is set in shadow context 

[1] ACRN mainline virtual_cr.c

https://github.com/projectacrn/acrn-hypervisor/blob/acrn-2020w51.5-180000p/hypervisor/arch/x86/guest/virtual_cr.c


Rethinking

• Why CR0.PG is TRAP_AND_PASSTHRU_BITS [1]

In non-root mode, hardware couldn’t update vmcs
VMX_ENTRY_CONTROLS field.
Update this field in root mode.

[1] ACRN mainline virtual_cr.c

https://github.com/projectacrn/acrn-hypervisor/blob/acrn-2020w51.5-180000p/hypervisor/arch/x86/guest/virtual_cr.c


VMXON instruction

That means the physical value of CR4.VMXE.
It’s shadow context in non-root mode.



Conclusion

• If one bit has restriction in VMX operation or needs to do some 
operations in root mode, It’s better to trap(owned by host) this bit.
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Hardware-assisted save and restore MSR

• VMCS field MSR

• MSR area
• A VMM may specify lists of MSRs to be stored and loaded on VM exits

• A VMM may specify a list of MSRs to be loaded on VM entries

We can get physical context and shadow context from above 
information block.

virtual context may diff with shadow context,
it’s MSR specific, it depends on HV.



VMCS field MSR(MSR_IA32_EFER)

• VMX_HOST_IA32_EFER_FULL

• VMX_GUEST_IA32_EFER_FULL

• HV has ensured shadow context equals to virtual context, so don’t 
need to intercept RDMSR



MSR area(MSR_IA32_TSC_AUX)

• In ACRN, virtual context equals to shadow context



Non hardware-assisted save and restore MSR

• shadow context = physical context

• MSR_IA32_EXT_XAPICID

• MSR_IA32_TIME_STAMP_COUNTER

• MSR_IA32_EXT_APIC_VERSION

virtual context may diff with shadow context,
it’s MSR specific.



MSR_IA32_EXT_XAPICID

• For isolation, shadow context diff with virtual context

• Need to intercept RDMSR

• Virtual context value is set by HV



MSR_IA32_TIME_STAMP_COUNTER

• For isolation, shadow context diff with virtual context

• Don’t need to intercept RDMSR



MSR_IA32_EXT_APIC_VERSION

• shadow context = virtual context



The motivation of MSR area mechanism

• Let’s take MSR_IA32_TSC_AUX as an example. We need its virtual 
context is different from physical context. If shadow context equals 
physical context, Each time guest wants to read this MSR, VM Exit 
needs to happen(read MSR maybe a frequent operation). This 
method may impact system performance.

• So it is better to use guest/host field in the MSR area for 
performance. BTW, use guest/host field in the MSR area, the shadow 
context can be different from the physical context. So we don’t need 
to trap MSR_IA32_TSC_AUX. So, MSR area mechanism is to provide 
host/guest field to the MSR, the hypervisor can use this host/guest 
field to separate shadow context from physical context.
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EPT

• Shadow context

HPA

• Virtual context

GPA

• Physical context

HPA, but may need the relationship between GPA,HVA and HPA to build 
EPT table
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MSI interrupt W/O interrupt remapping



MSI interrupt With interrupt remapping



MSI interrupt

• In the previous two cases, shadow context equals to physical context

• virtual context diffs with shadow context
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Summary

• Must be aware of the 3 different context for privileged resource

• Know what is done by hardware, what is done by software

• Know what is done in root mode, what is done in non-root mode


