IRNFRfE MSI/MSI-X = A0 e R HEL 4
AL Intel P& N5, EENE MSI/MSI-X IS SE1E, SR 48 MSI/MSI-X [RIFH 55 jE 04,
Bk,

1. MSI/MSI-X FERHF1H
MSI/MSI-X [ fe 2 & 1 h g B . @ N &R, PCI/PCle &l IS MSI/MSI-X, B £ 1/0
APIC, W] LAE#44 A W k1% F H 1 LAPIC H

Processor #1 Processor #2 Processor #3 Processor #3
CPU CPU CPU CPU
Local APIC Local APIC Local APIC Local APIC
Interrupt Interrupt Interrupt Interrupt
MessagesI IIP'S Messages IPls Messaggs IPls Messaggs IPis
- '

Interrupt Processor System Bus
Messages

Y |
Bridg%

< ¢/ PCI o

~«—— External
VO APIC <«—— |nterrupts

System Chip Set

MSI/MSIx

PCI/PCle Device

MSI capability B 5S7E PCI 2.2 5| N, J&RFE PCI 3.0 5558, VPR R N, PCI3.0
5 NT MSI-X capability, 5 MSIAHEL, ‘©0] PLiEREAN G LR E Z R, FF R VF oz id &

1.1 MSI
MSI Capability Structure A& 40 K-
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Capability Structure for 32-bit Message Address

31 16 15 8 7 0
I Next Pointer Capability ID

Message Control Capability Pointer

Message Address Capability Pointer + 04h

| Message Data Capability Pointer + 08h

Capability Structure for 64-bit Message Address

31 16 15 8 7 0
Message Control I Next Pointer Capability ID Capability Pointer
Message Address Capability Pointer + 04h
Message Upper Address Capability Pointer + 08h
I Message Data Capability Pointer + 0Ch

Capability Structure for 32-bit Message Address and Per-vector Masking

31 16 15 8 7 0
l Next Pointer Capability ID

Message Control Capability Pointer

Message Address Capability Pointer + 04h

Reserved l Message Data Capability Pointer + 08h
Mask Bits Capability Pointer + 0Ch
Pending Bits Capability Pointer + 10h

Capability Structure for 64-bit Message Address and Per-vector Masking

31 16 15 8 7 0
Capability ID

Message Control I Next Pointer Capability Pointer

Message Address

Message Upper Address

Reserved l Message Data

Mask Bits

Pending Bits

Capability Pointer + 04h
Capability Pointer + 08h
Capability Pointer + 0Ch
Capability Pointer + 10h
Capability Pointer + 14h

A-0201
Figure 6-9: MSI Capability Structures
e Message Control (IEUEANE], MSI Capability Structure 7] LA PR RS 20, HA i s B 32 4

Huhl, PiFMEH 64 bk, Message Address B[l MSI Transaction 5 A [k, Message Data Ef!
MSI Transaction 5 A FI#H

Message Address 1 Message Data [A% Ui & N8 H C 5 3L, X T x86 4244, Message Address
A& T OXFEEO000O - OXFEEFFFFF [f—Hitiik X 35k (F LAPIC i bEVE I 4D , Message
Address/Data HJ#% € X T Intel SDM Vol.3 FJ 2 10 # .

1.1.1 Message Address
Message Address & ffar (fik 32 £i7) A% =040~ EI B :
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31 20 19 12 1" 4 3 2 1 0
OFEEH Destination ID | Reserved RH DM XX
Figure 10-24. Layout of the MSI Message Address Register
AT ITEEIAR, FATH A4 Destination ID 1X— field.
e 3 12-19 {4 Destination ID, RE T MSI K&K HFx CPU(s)
o 55 20-31 540K OXFEE
1.1.2 Message Data
Message Data &7 17-#¥ A% 240~ B AT 7R
63 32
Reserved
31 16 15 14 13 11 10 8 7 0
Reserved Reserved Vector
Trigger Mode Delivery Mode
0 - Edge 000 - Fixed
1-Level 001 - Lowest Priority
, 010 - SMI
Level for Trigger Mode = 0 011 - Reserved
X - Don't care 100 - NMI
. - 101 - INIT
Level for Trigger Mode = 1
0 - Deassert 110 - Reserved
1 - Assart 111 - ExtINT

Figure 10-25. Layout of the MSI Message Data Register

NTITEEIAR, FATR A Vector 1IX— field.

Signed off by liujunming




e 35 0-7 i Vector, BRI HFR CPU ULEIHH W &5 .

1.1.3 Message Control

e %50 £y MSIEnable, JFHLIFBRINTY 0, RIRZEH MSI

e 5 1-3 fi & Multiple Message Capable, RN ZHF% /> Vector, W48 A [E F) FH A4,
A LA FHAS[E] ) Vector K= A2 v KT
o HEUEN X, MSZHE 24 Vector, X kA5, BIALYEH 32 NASFHMT Vector
o WHRMHM Vector 522 % Message Data PRI, & HHEMAE Message Data )R X fif

KAZTE Vector, MM~ 2XANASFE 1) Vector

e %5 4-6 fi ¥ Multiple Message Enable, TR RFR&(EH Z DA vector, HUX A s
Device %/ Message Data 1K X fiz, BI{# A 2* /> Vector

e i 7 £’} 64 Bit Address Capable, 7 | Message Address +& 75 A 64 fif

e i 8 fi}y Per-vector Masking Capable, ki€ | /&5 Mask Bits Al Pending Bits X ™5

1.1.4 Mask Bits and Pending Bits
R B R MSI B £ 4 Vector, 1X B Mask Bits fll Pending Bits ff15E4 Bit Bitxt v 1
— Vector (¥ 7T51% Vector FHL 0)

e Mask Bits I E, FHIEANMAA 1, FIREEIERIEXT I Vector

e Pending Bits % & W E, HA Vector #f Mask, T8 M= Az 17— v W AT A2 i
1% Vector ff] MSI Message I}, Pending Bits H1% Vector X M HIA S BN 1, 24 Mask
HUH JE, Wm0 B k1% 1% Vector Xf M) MSI Message, F1 R iZ 1A %

1.2 MSI-X
MSI-X Capability Structure 48 1R -

31 16 15 8 7 3 2 0
Message Control Next Pointer Capability ID CP + 00h
Table Offset Tavle | cp + 04n
PBA

A-0383

Figure 6-10: MSI-X Capability Structure

] PUE B s2br B E IR R EZ 2] T MSI-X Table #1 PBA (Pending Bit Array) 121, X4
FJEAL T MMIO T AN & PCI Configuration Space. FAI1iH L f Ak 3 2 (BIR, BAR Indicator Register)
6 —> BAR Region (47l MMIO Region A HE/Z 1/0 Region) , A7 H T 458 & 7£ 1% Region
i FE B (Offset /2 32 AL AN 29 Az f, K 3 ALHL 0D , MIMA EAZ 5] £ MSI-X Table A1

PBA.

Message Control FR#& 00T
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e 5 0-10 /7 N Table Size, K7~ MSI-X Table [FJ K/, %5 MSI-X Table H N Tii, N HEUE N
N-1

e % 14 i N Function Mask, HX 1 FIRB##1Z Function B W, HX 0 MIAR4E Per-vector
Mask R 5E#i#B% Vector

e 5515 fi y MSI-X Enable, FFHLEFERINN 0, FIRZER MSI-X

MSI-X Table 11 PBA (1% =40 -

DWORD 3 DWORD 2 DWORD 1 DWORD 0
Vector Control Msg Data Msg Upper Addr Msg Addr entry 0 Base
Vector Control Msg Data Msg Upper Addr Msg Addr entry 1 Base + 1*16
Vector Control Msg Data Msg Upper Addr Msg Addr entry 2 Base + 2*16
Vector Control Msg Data Msg Upper Addr Msg Addr entry (N-1) Base + (N-1)*16

A-0384

Figure 6-11: MSI-X Table Structure

63 0
Pending Bits 0 through 63 QWORD 0 Base

Pending Bits 64 through 127 QWORD 1 Base + 1"8

Pending Bits ((N-1) div 64)*64 through N-1 QWORD ((N-1) div 64) Base + ((N-1) div 64)*8

A-0385

Figure 6-12: MSI-X PBA Structure

MSI-X Table F:/N2% H K/ 16 71, 1% 2048 M4 H, a2 Uik & 2 LA 2048 NA[E
HMHDHAE ) Vector. WHA NN H, W PBA &t/ —4N N/ Bit [ bitmap, & 64 7 ~—
M, Hla—dHAE 64 FLEI#MNE . MSI-X Table 2% H 1] Vector Control T 58 0 2 A %%, H B NE
B, EME SRR, ZRIERIEX RN MSI Message, B il J5 A2 % 11 H Wy 2 R TIL7E PBA
WX R Bit b

Signed off by liujunming



2. MSI/MSI-X EE 4L,
KA HEZ A Pass-thru 1), MSI/MSI-X [ RERMEAE GL. MSI T (% B4 T PCI Configuration
Space, MSI-X [JFCE(E B AT MMIO BAR 1, SEFIHLUT A MSI B0 MSI-X (R 27 72, #RF E
KA VM Exite AT BRI R, A5 H A4 MSI I ERLIE L .

2.1 Without interrupt remapping

Emulated Config Space

MSI address MSI data

OXFEEX.XXXX 30
Physical Device + Config Space IOMMU Hypervisor Guest VM
MS! )
interrupt [ y\CS configured | hypervisor rocess
MSl address ~ MSI data IR capability, to cause vmexit injects b
§ interrupt 30
OXFEEX.XXXX 50 interrupt on external interrupt ST
pass-through interrupt 30
(a) (b) (c) (d

R HibPUREY IR

1. 4 guest fi & MSI address 1 MSI data 5, hypervisor(hv)Z: trap, FENTHIK field, 753
virtual interrupt [] vector A 30, 1M XfM.[¥] physical interrupt ] vector 4 50, 1XF£ hv 210
>k physical interrupt ] virtual interrupt fJ Bl & (vector 50 -> vector 30).

2. % B VMCS(configured to cause vmexit on external interrupt). 4%)# CPU i3] vector A 50
Ty, 2% E VM-Exit.

3. hv 4b# VM-Exit, #R#E physical interrupt ] virtual interrupt [ Bt & (vector 50 -> vector 30)5%
%, N guest i\ vector A 30 /] interrupt.

4. VM-Entry %I guest VM, process vector 4 30 ] interrupt.

IXAE ) ST VA 8 . BDF spoofing X ili . BDF spoofing & —F41 Xt VT-d B AF S, A& E
% B A 9 BDF ki PCle 2. N TV igEZ 4, AT SN VvT-d 1] interrupt
remapping i AR,
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2.2 Interrupt remapping

Emulated Config Space

MSI address MSI data

OxFEEx.xxxx 30

Physical Device + Config Space IOMMU Hypervisor Guest VM

IR enabled interrupt (* yMCS configured | hypervisor process
MSI Registers 50 to cause vmexit injects o
| - interrupt 30
OXFEE 1 IRindex RTA on externa interrupt on vmentry
? interrupt 30
(a) (b) (c) (d)
interrupt X
format:

1-remappable

« Source b:d.f vector 50 target LAPIC ID IM=0

R ibPUREY IR

1. 4 guest fi & MSI address 1 MSI data 5}, hypervisor(hv)Z: trap, FENTHIK field, 753
virtual interrupt [] vector A 30, T XfM.[¥] physical interrupt ] vector N 50, IXF£ hv 210
>k physical interrupt ] virtual interrupt ffJ Bl & (vector 50 -> vector 30).

2. ZrPe—> IRTE JF HA% M8 IRTE F#% U E RIS IRTE B4EN@ M. 1. B:D.F, Vector(50), i£47
H b5 vCPU (143 CPU [¥ LAPIC ID,

3. F%H& Remapping format [ % MSI AT 9w 2. 40: ¥ Interrupt Format B 1, & HHr
H) interrupt_index.

4. ¥ 'E VMCS(configured to cause vmexit on external interrupt). =44# CPU Y F| vector & 50
Ty, 2% E VM-Exit.

5. hv 4 VM-Exit, #R#E physical interrupt ] virtual interrupt [ Bt & (vector 50 -> vector 30)5%
%, N guest i\ vector A 30 /] interrupt.

6. VM-Entry %l guest VM, process vector A 30 ] interrupt.

Interrupt remapping 7 LLiE %5 BDF spoofing M. KA IRTE B T bdf 5, W K8 H A
AR AL, 10MMU B2 K DU AR bdf 55 IRTE P& T bdf SA—3, MM IE4 "4
H T .

YEE MSI/MSI-X HOTC B 40500 -
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Address

63/ 2
31 0 3 54321 0
OFEEh 1)1 XX
|
|—&Don‘t Care
—p Interrupt_Index [15]
Data b SHV (1)
L pInterrupt Format (1)
31/ #Interrupt_index[14:0]
15 0
Oh

Figure 5-18. MSI-X Programming

X BT JLAS S8R 1 field o

o 52 A 5-19 AT T Interrupt_Index VLR ZE 5] IRTE
o B ANMINL, PARRIXAFWZ Remappable #3X

Remapped Interrupts ] IRTE H#&%=0u1 T
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1
2 88 8887 6
7 43 21009 4

L SID

» SQ

» svT

P Reserved (0)
33 22 11111
3 21 43 6542187543210

{_’ P

P FPD

P Destination Mode
‘P Redirection Hint
‘P> Trigger Mode
> Delivery Mode
P AVALL

P Reserved (0)
» o0

P vector

P> Reserved (0)
P Destination ID

Figure 9-41. Interrupt Remap Table Entry Format for Remapped Interrupts

X BT JLAS S8R 1 field o

o {01 present fif, FINEL IRTE B2 HEA R

e 15 f75 IM (IRTE Mode) £, LI AZIN 0, KR interrupt remapping T A&
interrupt posting. interrupt posting HJ N 22 7E ~ — /N i 2H

o %516 | 23 LK RAE H R LAPIC KX K vector

o 5532 3 63 LR IRKIAM H AR CPU(s)

o 64 3|79 IR A bdf &

Interrupt remapping 258 5 (hv AbHE VM-Exit, HR¥E physical interrupt 1 virtual interrupt Bk &
(vector 50 -> vector 30)5%< &, N guest V3 A\ vector A 30 [f] interrupt) 74431547 7E non-root |
VvCPU trap T RMIMVEN virtual interrupt. 1T VM Exit 5121 trap 252 ERE, posted interrupt
Mg . £ posted interrupt ALHIH, BIf# vCPU iZ4T7E non-root |, M2 B 4%EIEN virtual
interrupt, JC# 77 4E VM Exito
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2.3 Interrupt posting

Emulated Config Space

MSI address MSI data

OXFEEX.XXXX 30

Physical Device + Config Space IOMMU Guest VM

hardware process

IR enabled

MSI Registers injects interrupt 30
. interrupt in non-root mode
OxFEE ; IRindex IRTA 30 without vmexit
(@) (b) (©)

interrupt X

format: ta.r.get !_APIC ID

1-remappable vl notification vector
« Source b:d.f vector 30 IM=1 PID address

R ibPUREY IR

1. 4 guest fi & MSI address 1 MSI data 5}, hypervisor(hv)Z: trap, FENTHISK field, 753
virtual interrupt f] vector 4 30,

2. JpBE—A> IRTE JF HAZ M IRTE A94% 2UZRIALT IRTE AR @ E. 40: B:D.F, virtual
vector(30),PID 1] address. PID <1 B A4F HFn¥IEE LAPIC 2515 2.

3. $%H& Remapping format [#& % MSI AT 9w 2. 40: K Interrupt Format B 1, & HHr

H interrupt_index.

4. W24 4T7E non-root mode T ] vCPU EH 32 A vector 24 30 [ interrupt. vCPU 2>

process vector A 30 [1] interrupt.

Posted Interrupts ] IRTE H &1 ~:
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1
2 99 88 8887 .
7 6 5 43 21009 -4
> SID
» 5Q
» SVT
P> Reserved (0)
> Posted Descriptor

Address High

F
W e
N
-

87 210

wN
(-
U

|

=P

—P £pp
‘- Reserved (0)
P Available

P Reserved (0)
P Urgent

» 1

P Vector

P Reserved (0)
> Posted Descriptor
Address Low

Figure 9-42. Interrupt Remap Table Entry Format for Posted Interrupts

X HL AT LA GBI field

. % 0 4 present fi7, FINM IRTE &AM

. % 15 24 IM (IRTE Mode) 7, BERfAZICA 1, IR/ interrupt posting 1fii AN/ interrupt
remapping

. % 16 F| 23 7 K7~ E1F: PID(Posted Interrupt Descriptor) 1 i% & 1Y virtual vector

. 5 38 3| 63 AL FIES 96 F 127 AR T PID FIYEEHLHE

. 5% 64 1] 79 A LR H T bdf =

PID A% =040 R
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5 33 22 22 22 222
1 2 1 88 87 77 56565
1 09 87 09 21 876
|
I—» ON
——p SN
P Reserved (0)
» Ny
P Reserved (0)
P NDST
P Reserved (0)
2
5
5 0
P pir
Figure 9-43. Posted Interrupt Descriptor Format
X H AT LA GBI field
. 5 0 i 3] 255 A7 £~ PIR
. % 272 % 279 i~ Notification Vector

Posted Interrupt FI4HT5 ATRATEAR ST FITERE 2 N, BSR4 15 225 SDM Vol3 29.6
POSTED-INTERRUPT PROCESSING — 7,

1. Intel SDM
2. PCI LOCAL BUS SPECIFICATION, REV. 3.0
3. Intel® Virtualization Technology for Directed 1/0
4. https://tcbbd.moe/ref-and-spec/pci/
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5. https://invisiblethingslab.com/resources/2011/Software%20Attacks%200n%20Intel%20VT-
d.pdf
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